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&RS\ULJKW k ���� +DFN'HIHQVH %9

2SGUDFKWJHYHU KHHIW WRHVWHPPLQJ RP GLW GRFXPHQW DOV JHKHHO RI LQ GHOHQ WHU EHVFKLNNLQJ WH VWHOOHQ DDQ
GHUGHQ� PDDU QLHW RP ZLM]LJLQJHQ DDQ WH EUHQJHQ� $OOH RYHULJH UHFKWHQ YRRUEHKRXGHQ�

+DFN'HIHQVH %9

3RVWEXV ����
���� '$ /HLGHQ

����� ��� ����

JVVRU���JCEMFGHGPUG�PN�

3URMHFW

3URMHFWQDDP SHQHWUDWLHWHVW &RURQDPHOGHU
2SGUDFKWJHYHU 0LQLVWHULH YDQ 9:6
5DSSRUW YRRU 0LQLVWHULH YDQ 9:6
3URMHFWQXPPHU 35�����
HUWHQXPPHUࢃ2 2�����

'RFXPHQWJHVFKLHGHQLV

9HUVLH 'DWXP $XWHXU 2PVFKULMYLQJ
��� ���-XO����� 0DUN .RHN HHUVWH FRQFHSW
��� ���-XO����� 0DUN .RHN GHILQLWLHI QD UHYLHZ

GRRU RSGUDFKWJHYHU

�

https://hackdefense.nl/


xƏȇƏǕƺȅƺȇɎɀƏȅƺȇɮƏɎɎǣȇǕ

+HW 0LQLVWHULH YDQ 9:6 KHHIW +DFN'HIHQVH JHYUDDJG RP HHQ SHQHWUDWLHWHVW XLW WH YRHUHQ
YDQ EQTQPCOGNFGT�PN� HQ RP HYHQWXHHO PDDWUHJHOHQ WHU YHUEHWHULQJ YDQ GH EHYHLOLJLQJ
WH DGYLVHUHQ�

:H ]LMQ SRVLWLHI RYHU GH EHYHLOLJLQJ YDQ GH]H VLWH� HQ ]LHQ JHHQ EH]ZDUHQ WHJHQ LQJHEUXLN�
QDPH LQ GH KXLGLJH YRUP� :H JHYHQ LQ GLW UDSSRUW HQNHOH NOHLQH VXJJHVWLHV� ZDDUDDQ
JHHQ RI VOHFKWV HHQ PLQLPDDO ULVLFR YHUERQGHQ LV�

,Q GLW UDSSRUW YLQGW X GH GHWDLOV YDQ RQV RQGHU]RHN HQ RQ]H EHYLQGLQJHQ� HQ JHYHQ ZH
WHFKQLVFKH DDQEHYHOLQJHQ�

�



XȇǝȒɖƳɀȒȵǕƏɮƺ

� 8Z YUDDJ �
��� $FKWHUJURQG � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
��� 6FRSH � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

����� $DQYDOVSHUVSHFWLHI � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
����� 7HVWYRUP � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
����� 7LMGVWLSSHQ HQ ORFDWLHV WHVWV � � � � � � � � � � � � � � � � � � � � � � � � �
����� $GUHVLQIRUPDWLH � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

��� 2QGHU]RHNVYUDDJ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
��� 2YHULJH UDQGYRRUZDDUGHQ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� 2Q]H EHYLQGLQJHQ �
��� $DQSDN � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

����� $OJHPHHQ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
����� :HEDSSOLFDWLHWHVW � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

��� $QDO\VH � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
����� $OJHPHHQ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
����� 0RJHOLMN YHUYROJRQGHU]RHN � � � � � � � � � � � � � � � � � � � � � � � � � �

� &RQFOXVLHV HQ DDQEHYHOLQJHQ �
��� &RQFOXVLHV � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
��� $DQEHYHOLQJHQ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

%ôODJH $ 7HFKQLVFKH EHYLQGLQJHQ �
$�� 7\SH VHUYHU WH DFKWHUKDOHQ YLD IRXWSDJLQD � � � � � � � � � � � � � � � � � � � ��
$�� 6XJJHVWLHV YRRU GH &RQWHQW�6HFXULW\�3ROLF\ � � � � � � � � � � � � � � � � � � � ��
$�� 0HHUGHUH &DFKH�&RQWURO KHDGHUV � � � � � � � � � � � � � � � � � � � � � � � � � ��

�



RȒȒǔƳɀɎɖǸ א

Èɯ ɮȸƏƏǕ

��� $FKWHUJURQG

+HW 0LQLVWHULH ZLO PHW VSRHG HHQ ZHEVLWH RQOLQH EUHQJHQ GLH LQIRUPDWLH JHHIW RYHU GH ȁ
QRJ LQ RQWZLNNHOLQJ ]LMQGH ȁ &RURQD0HOGHU�DSS� 2S GH]H VLWH PRHW HHQ SHQWHVW ZRUGHQ
XLWJHYRHUG YRRU GH JHSODQGH LQJHEUXLNQDPH RS ZRHQVGDJ �� MXOL D�V�

��� 6FRSH

2QGHU]RFKW ]LMQ�

Ȏ GH ȊOLYHȊ ZHEVLWH LQ SUHSURGXFWLH RS EQTQPCOGNFGT�PN� WLMGHOLMN RSHQJHVWHOG YRRU
RQ]H ,3�DGUHVVHQ�

Ȏ GH FRGH YDQ GH VLWH� RSHQEDDU EHVFKLNEDDU YLD JVVRU���IKVJWD�EQO�OKPXYU�PN�
EQXKF���PQVKHKECVKQP�CRR�YGDUKVG

Ȏ GH VLWH� ORNDDO GUDDLHQG LQ HHQ 'RFNHU�FRQWDLQHU� JHGRZQORDG YDQ JVVRU���JWD�
FQEMGT�EQO�T�UVCTGHQUUGP�IKVJWD�RCIGU�

����� $DQYDOVSHUVSHFWLHI

'H EHYHLOLJLQJ LV JHWHVW YDQXLW KHW SHUVSHFWLHI YDQ GH LQWHUQHW�JHEUXLNHU� 7HVWDFFRXQWV RI
EHKHHUWRHJDQJ ZDUHQ QLHW QRRG]DNHOLMN�

����� 7HVWYRUP

'H JHKDQWHHUGH WHVWYRUP LV ZKLWH ER[� $OOH LQIRUPDWLH RYHU GH VLWH VWDDW RS *LWKXE� (HQ
YROOHGLJH FRGH UHYLHZ ZDV HFKWHU JHHQ RQGHUGHHO YDQ KHW RQGHU]RHN�

6RFLDO HQJLQHHULQJ RI 'HQLDO�RI�6HUYLFH DWWDFNV �'R6 RI ''R6� ]LMQ QLHW DDQ GH RUGH HQ RS
JHHQ HQNHOH ZLM]H XLWJHYRHUG�

�

https://github.com/minvws/nl-covid19-notification-app-website
https://github.com/minvws/nl-covid19-notification-app-website
https://hub.docker.com/r/starefossen/github-pages
https://hub.docker.com/r/starefossen/github-pages


����� 7LMGVWLSSHQ HQ ORFDWLHV WHVWV

7HVWV ]LMQ XLWJHYRHUG RS ��� �� HQ �� MXOL ���� YDQXLW RQV NDQWRRU LQ /HLGHQ�

����� $GUHVLQIRUPDWLH

$OOH WHVWV YLD KHW LQWHUQHW ]LMQ XLWJHYRHUG YDQDI GH YROJHQGH DGUHVVHQ�

1DDP ,3Y��DGUHV ,3Y��DGUHV
RGPVGUV���JCEMFGHGPUG�EQO ������������� ������CH�������C��E������
RGPVGUV���JCEMFGHGPUG�EQO ������������� ������CH�������C��E������

(YHQWXHOH GRRU X ZDDUJHQRPHQ LQEUDDNSRJLQJHQ DINRPVWLJ YDQ DQGHUH DGUHVVHQ ZDUHQ
JHHQ RQGHUGHHO YDQ GH WHVW�

��� 2QGHU]RHNVYUDDJ

'H LQ GLW RQGHU]RHN WH EHDQWZRRUGHQ RQGHU]RHNVYUDJHQ OXLGHQ DOV YROJW�

.XQQHQ Ǿ ELQQHQ GH EHVFKLNEDUH WLMG Ǿ NZHWVEDDUKHGHQ LQ GH EHYHLOLJLQJ YDQ GH VLWH ZRUGHQ
JH±GHQWLࢆFHHUG"

'LW DOOHV YRRU ]RYHU PRJHOLMN ELQQHQ GH YRRU GH WHVW EHVFKLNEDUH WLMG�

%HYHLOLJLQJVLVVXHV GLH QLHW GLUHFW WRW RQJHDXWRULVHHUGH WRHJDQJ RI PRJHOLMNH YHUVWRULQJ
YDQ KHW V\VWHHP OHLGHQ PDDU GLH ZHO ]RXGHQ NXQQHQ KHOSHQ ELM HHQ DDQYDO� P�D�Z� ZDDU�
YDQ GH RSORVVLQJ WRW HHQ UREXXVWHUH EHYHLOLJLQJ OHLGHQ� ]LMQ XLWHUDDUG RRN JHUDSSRUWHHUG�

��� 2YHULJH UDQGYRRUZDDUGHQ

Ȏ +HW RQGHU]RHN LV XLWJHYRHUG GRRU 26&3�JHFHUWLILFHHUGH SHQWHVWHUV�

Ȏ +HW RQGHU]RHN ZDV EHSHUNW WRW ��� PHQVGDJHQ� LQFOXVLHI UDSSRUWDJH�

Ȏ 9RRU KHW RQGHU]RHN LV GH :HE $SSOLFDWLRQ )LUHZDOO YDQ $NDPDL QLHW XLWJHVFKDNHOG�
ZDDUGRRU KHW GHQNEDDU �GRFK RQZDDUVFKLMQOLMN� LV GDW NZHWVEDDUKHGHQ GDDUGRRU DI�
JHVFKHUPG ]LMQ�

�



RȒȒǔƳɀɎɖǸ ב

�ȇɿƺ ƫƺɮǣȇƳǣȇǕƺȇ

��� $DQSDN

2P GH RQGHU]RHNVYUDJHQ WH EHDQWZRRUGHQ ]LMQ ZH DOV YROJW WH ZHUN JHJDDQ�

����� $OJHPHHQ

,Q KHW DOJHPHHQ JHOGW YRRU GH RQGHU]RHNHQ HQ WHVWV YDQ +DFN'HIHQVH GDW XLWYRHU YDQ
WRROLQJ YRRU RQV QLHW OHLGHQG LV� 7RROLQJ LV HHQ KXOSPLGGHO� KHW LV KHW JHUHHGVFKDS YDQ
GH YDNPDQ� &RQFOXVLHV ZRUGHQ JHWURNNHQ GRRU GH YDNPHQVHQ ]HOI� YRRU ZLH HHQ JRHG
EHJULS YDQ GH ZHUNLQJ YDQ KHW WH WHVWHQ REMHFW KHW EHODQJULMNVWH HOHPHQW YDQ HHQ EHYHL�
OLJLQJVWRHWV LV�

'H XLWYRHU YDQ GH WRROLQJ LV GDDURP DOWLMG KDQGPDWLJ JHYHULILHHUG� 2RN ]LMQ WHVWV GLH QLHW
JHDXWRPDWLVHHUG XLWYRHUEDDU ]LMQ PHW GH KDQG XLWJHYRHUG� 'DDUELM WHOW RQ]H �� MDDU NHQ�
QLV HQ HUYDULQJ LQ FRPSXWHU� HQ QHWZHUNEHYHLOLJLQJ HQ RQV EHJULS YDQ GH FRQWH[W YDQ GH
DSSOLFDWLH�

����� :HEDSSOLFDWLHWHVW

$OOHUHHUVW LV HU HHQ SRRUWVFDQ HQ HHQ YXOQHUDELOLW\ VFDQ XLWJHYRHUG YDQ GH 85/ȆV HQ ,3�
DGUHVVHQ LQ VFRSH� 'DDUELM LV JHEUXLN JHPDDNW YDQ 10DS� 1HVVXV� 1LNWR� 'LU%�'LUEXVWHU HQ
GH $FWLYH 6FDQ�FRPSRQHQW YDQ %XUS6XLWH 3UR�

7HJHOLMNHUWLMG KHEEHQ ZH RQV PHW KDQGPDWLJH WHVWV HHQ EHHOG JHYRUPG YDQ GH ZHUNLQJ
YDQ GH ZHEDSSOLFDWLH� 2Q]H EDVLVWRRO GDDUELM LV GH LQWHUFHSWLQJ SUR[\ YDQ %XUS6XLWH 3UR�

'H UHVXOWDWHQ YDQ GH VFDQQHU ]LMQ KDQGPDWLJ JHYHULILHHUG� 'DDUELM ]LMQ RRN RQGHUVWHX�
QHQGH VFDQ�PRGXOHV YDQ %XUS6XLWH 3UR JHEUXLNW YRRU GH KDQGPDWLJH WHVW �ZDDUELM ELM�
YRRUEHHOG YRRU GH WHVWHU LQ]LFKWHOLMN ZRUGW JHPDDNW ZDDU JHEUXLNHUVLQYRHU WHUXJNRPW LQ
GH XLWYRHU�� ]RGDW ZH KDQGPDWLJ RRN KHEEHQ NXQQHQ WHVWHQ RS NZHWVEDDUKHGHQ GLH GH
VFDQQHU PRJHOLMN QLHW KHHIW JHGHWHFWHHUG F�T� QLHW KHHIW NXQQHQ GHWHFWHUHQ�

�



��� $QDO\VH

����� $OJHPHHQ

+HW JDDW ELM GLW RQGHU]RHN RP HHQ ]HHU HHQYRXGLJH ZHEVLWH �HHQ ]RJHQDDPGH RQH SDJHU�
ZDDUELM JHHQ JHEUXLNHUVLQYRHU PRJHOLMN LV� +HW DDQYDOVRSSHUYODN LV GDDUGRRU EHSHUNW�

:H KHEEHQ LQ EQTQPCOGNFGT�PN GDQ RRN JHHQ EHYHLOLJLQJVSUREOHPHQ DDQJHWURIIHQ GLH
LQ ZHEVLWHV HQ �DSSOLFDWLHV YHHO YRRUNRPHQ� ]RDOV ELMYRRUEHHOG &URVV�6LWH 6FULSWLQJ RI 64/
,QMHFWLRQ�

2PGDW HU JHHQ VSUDNH LV YDQ HHQ ORJLQ� RI YHUVFKLOOHQGH IXQFWLRQDOLWHLWHQ YRRU YHUVFKLO�
OHQGH UROOHQ� ]LMQ HU RRN JHHQ LVVXHV LQ KHW VHVVLHPDQDJHPHQW JHFRQVWDWHHUG�

9RRUWV VWHOOHQ ZH YDVW GDW DDQ VWDQGDDUG�]DNHQ ]RDOV +773�KHDGHUV GLH LQ KHW DOJHPHHQ
YRRU GH EHYHLOLJLQJ DDQEHYHOHQVZDDUGLJ ]LMQ YHHO DDQGDFKW LV EHVWHHG� 2RN GH FU\SWRJUD�
ILVFKH EHVFKHUPLQJ YDQ GH YHUELQGLQJ WXVVHQ EURZVHU HQ VHUYHU �PHW 66/�7/6� LV RS GH
MXLVWH ZLM]H LQJHVWHOG�

2RN YDOW RS GDW HU QLHW� ]RDOV ELM KHW JURV YDQ GH ZHEVLWHV GLH ZLM RQGHU]RHNHQ� GDWD JHOHNW
ZRUGW QDDU JURWH LQWHUQHWEHGULMYHQ WHQ EHKRHYH YDQ EH]RHNHUVUHJLVWUDWLH RI �DQDO\VH� 'LW
ZRUGW GRRU HHQ YRRU]LHQLQJ YDQ GH 5LMNVRYHUKHLG ]HOI JHGDDQ�

$O PHW DO LV RQ]H DQDO\VH YDQ GH]H VLWH GXV SRVLWLHI� 'H EHYHLOLJLQJ LV YDQ YHU ERYHQJHPLG�
GHOG QLYHDX�

����� 0RJHOLMN YHUYROJRQGHU]RHN

'H OLPLWDWLH LQ WLMG �ȊWLPH ER[Ȋ� YDQ GH]H RSGUDFKW ZDV YROGRHQGH RP HHQ JRHGH WHVW WH
NXQQHQ XLWYRHUHQ� (ONH EHYHLOLJLQJVWHVW KHHIW UXLPWH YRRU PHHU RQGHU]RHN� PDDU LQ GLW
JHYDO ]LMQ ZH YDQ PHQLQJ GDW HHQ JRHGH DQDO\VH YDQ GH DSSOLFDWLH KHHIW NXQQHQ SODDWV�
YLQGHQ HQ GDW KHW RQZDDUVFKLMQOLMN LV GDW PHHU RQGHU]RHNVWLMG PHHU ]LQYROOH LQIRUPDWLH
]RX KHEEHQ RSJHOHYHUG�

�



RȒȒǔƳɀɎɖǸ ג

!ȒȇƬǼɖɀǣƺɀ ƺȇ ƏƏȇƫƺɮƺǼǣȇǕƺȇ

��� &RQFOXVLHV

'LW SURMHFW KDG WHQ GRHO GH YROJHQGH RQGHU]RHNVYUDJHQ WH EHDQWZRRUGHQ�

.XQQHQ Ǿ ELQQHQ GH EHVFKLNEDUH WLMG Ǿ NZHWVEDDUKHGHQ LQ GH EHYHLOLJLQJ YDQ GH VLWH ZRUGHQ
JH±GHQWLࢆFHHUG"

:H FRQFOXGHUHQ GDW ZH JHHQ EHYLQGLQJHQ KHEEHQ JHGDDQ GLH ZH HHQ NZHWVEDDUKHLG LQ
GH EHYHLOLJLQJ NXQQHQ QRHPHQ� ,Q GH ELMODJH YLQGW X DOOHHQ GULH NOHLQH VXJJHVWLHV F�T�
DDQGDFKWVSXQWHQ GLH HHQ ODDJ RI QLKLO ULVLFR YRUPHQ�

��� $DQEHYHOLQJHQ

:H ]LHQ JHHQ EH]ZDDU LQ GH LQJHEUXLNQDPH YDQ GH VLWH LQ GH KXLGLJH YRUP�

9RRU PHHU GHWDLOV� HQ YRRU GH DDQEHYHOLQJHQ WHQ DDQ]LHQ YDQ GH EHYLQGLQJHQ PHW HHQ
ODDJ RI QLKLO ULVLFR YHUZLM]HQ ZH GH JH±QWHUHVVHHUGH OH]HU QDDU GH VSHFLILHNH EHYLQGLQJHQ
LQ %LMODJH $��

�:H JHYHQ ]R FRQFUHHW PRJHOLMNH DDQEHYHOLQJHQ RP X ]R JRHGPRJHOLMN RS ZHJ WH KHOSHQ PHW KHW RSORV�
VHQ YDQ VSHFLILHNH ULVLFRȆV� :H NXQQHQ HFKWHU QRRLW XLWVOXLWHQ GDW HHQ GRRU RQV JHGDQH DDQEHYHOLQJ WHFKQLVFK
QLHW H[DFW ZHUNW LQ XZ RPJHYLQJ� 9HULILHHU DOWLMG �GRRU HHQ KHUWHVW RI HLJHQ WHVWV� RI KHW JHUDSSRUWHHUGH LVVXH
LV RSJHORVW QD GRRUYRHULQJ YDQ RQ]H WHFKQLVFKH DDQEHYHOLQJ�

�



 ǰǼƏǕƺ �

ÁƺƬǝȇǣɀƬǝƺ ƫƺɮǣȇƳǣȇǕƺȇ

,Q GH]H ELMODJH YLQGW X RQ]H VSHFLILHNH EHYLQGLQJHQ WHQ DDQ]LHQ YDQ KHW RQGHU]RHNVREMHFW�
+LHURS ]LMQ GH DOJHPHQH FRQFOXVLHV HQ DDQEHYHOLQJHQ YDQ +DFN'HIHQVH JHEDVHHUG� (ONH
EHYLQGLQJ JDDW JHSDDUG PHW HHQ ULVLFR�LQVFKDWWLQJ HQ HHQ FRQFUHHW WHFKQLVFK DGYLHV�

5LVLFR�LQVFKDWWLQJHQ ]LMQ LQJHGHHOG RS EDVLV YDQ GH YROJHQGH DOJHPHQH ZHUNZLM]H��

Ȏ =HHU +RRJ ȁ (U EHVWDDW HHQ GLUHFW ULVLFR RS YHUOLHV YDQ V\VWHHP� RI GDWD�LQWHJULWHLW�
:H UDGHQ DDQ RP GLUHFW DFWLH WH RQGHUQHPHQ RP GLW LVVXH WH YHUKHOSHQ�

Ȏ +RRJ ȁ +HW ULVLFR YDQ HHQ LQEUDDN RI OHN LV VLJQLILFDQW PDDU QLHW DFXXW� HHQ KDFNHU
]RX LQ KHW DOJHPHHQ QRJ ««Q HOHPHQW QRGLJ KHEEHQ RP WRW HHQ YROOHGLJH LQEUDDN
WH NRPHQ� :H DGYLVHUHQ RP ]R VQHO PRJHOLMN DFWLH WH RQGHUQHPHQ�

Ȏ 0LGGHQ ȁ (U LV VSUDNH YDQ HHQ ULVLFR� PDDU HU LV JHHQ GLUHFW LQEUDDNJHYDDU� 'HVRQ�
GDQNV LV VSUDNH YDQ HHQ EHODQJULMNH YHUEHWHULQJ YDQ GH EHYHLOLJLQJ HQ ZH DGYLVHUHQ
HHQ UHOHYDQWH ZLM]LJLQJ GRRU WH YRHUHQ ELM GH HHUVWYROJHQGH JHOHJHQKHLG YRRU RQ�
GHUKRXG�

Ȏ /DDJ ȁ (HQ NDQV RP GH DOJHPHQH UREXXVWKHLG HQ EHYHLOLJLQJVQLYHDX YDQ KHW RQGHU�
]RHNVREMHFW WH YHUEHWHUHQ� +LHUELM DGYLVHUHQ ZH RP HHQ RSORVVLQJ YRRU KHW LVVXH
PHH WH QHPHQ LQ HHQ YROJHQGH UHOHDVH RI DQGHU PDMHXU RQGHUKRXGVPRPHQW�

Ȏ ,QIR ȁ (U LV JHHQ GLUHFW EHYHLOLQJVULVLFR� PDDU ZH ZLOOHQ RQ]H FRQVWDWHULQJ ZHO JUDDJ
PHW X GHOHQ� 2RN NDQ HU VSUDNH YDQ ]LMQ GDW HHQ EHSDDOGH QLHXZH EHYHLOLJLQJVRSWLH
QLHW ZRUGW LQJH]HW RS KHW RQGHU]RHNVREMHFW� HQ ZLOOHQ ZH X GH VXJJHVWLH GRHQ RP
GH]H RSWLH LQ WH ]HWWHQ�

:H EDVHUHQ RQ]H LQVFKDWWLQJ RS GH PHHVW UHFHQWH YHUVLH YDQ KHW &RPPRQ 9XOQHUDELOLW\
6FRULQJ 6\VWHP �&966� ]RDOV GDW WH YLQGHQ LV RS JVVRU���HKTUV�QTI�EXUU��

'DDUELM JHOGW GH YROJHQGH LQVFKDOLQJ�

�2QGDQNV KHW KLHUERYHQ EHVFKUHYHQ V\VWHHP HQ RQ]H EHVW PRJHOLMNH LQVFKDWWLQJ LV KHW YDVWVWHOOHQ YDQ
]DNHOLMNH ULVLFRȆV IRUPHHO JHHQ RQGHUGHHO YDQ RQV RQGHU]RHN� :H EHYHOHQ GDQ RRN DDQ RP XZ HLJHQ ULVLFR�
LQVFKDWWLQJ WH PDNHQ YRRUGDW X SULRULWHLWHQ EHSDDOW YRRU KHW RSORVVHQ YDQ GH GRRU RQV JHGDQH EHYLQGLQJHQ�

�

https://first.org/cvss/


&966�VFRUH &966�FDWHJRULH 2Q]H FDWHJRULH
��� W�P ���� &ULWLFDO =HHU +RRJ
��� W�P ��� +LJK +RRJ
��� W�P ��� 0HGLXP 0LGGHQ
��� W�P ��� /RZ /DDJ

��� 1RQH ,QIR

8 YLQGW KLHURQGHU RQ]H EHYLQGLQJHQ LQ GHWDLO� 2P KHW LQWHUQ GLVWULEXHUHQ YDQ LQGLYLGXHOH
EHYLQGLQJHQ PRJHOLMN WH PDNHQ VWDUW HONH EHYLQGLQJ RS HHQ DSDUWH SDJLQD�

��



$�� 7\SH VHUYHU WH DFKWHUKDOHQ YLD IRXWSDJLQD

'H VLWH YHUEHUJW RS DOOH SDJLQDȆV ZHONH VHUYHU�VRIWZDUH HU JHEUXLNW ZRUGW� PDDU
YLD EHSDDOGH IRXWSDJLQDȆV LV GLW WRFK WH ]LHQ�

5LVLFR

��� ȁ /DDJ
%855�����#8�0�#%�*�24�0�7+�0�5�7�%�.�+�0�#�0�%4�.�/%�.

9RRU HHQ DDQYDOOHU NDQ GLW QXWWLJH LQIRUPDWLH ]LMQ� 2PGDW KHW YHUVLHQXPPHU QLHW
]LFKWEDDU LV VFKDOHQ ZH KHW ULVLFR ODDJ LQ�

%HWUHIW GH V\VWHPHQ

EQTQPCOGNFGT�PN

:DDUQHPLQJ

$OV HHQ IRXWFRQGLWLH RSWUHHGW� ELMYRRUEHHOG GRRU ���� RS WH YUDJHQ� GDQ JHHIW GH
VHUYHU GH YROJHQGH +773�UHVSRQV�

*662���� ��� $CF 4GSWGUV
%QPVGPV�6[RG� VGZV�JVON
%QPVGPV�.GPIVJ� ���
&CVG� /QP� �� ,WN ���� �������� )/6
%QPPGEVKQP� ENQUG
5VTKEV�6TCPURQTV�5GEWTKV[� OCZ�CIG��������� � RTGNQCF

�JVON 
�JGCF �VKVNG ��� $CF 4GSWGUV��VKVNG ��JGCF 
�DQF[ 
�EGPVGT �J� ��� $CF 4GSWGUV��J� ��EGPVGT 
�JT �EGPVGT PIKPZ��EGPVGT 
��DQF[ 
��JVON 

$DQEHYHOLQJ

3DV GH IRXWSDJLQD DDQ ]RGDQLJ GDW QLHW ZRUGW DDQJHJHYHQ GDW 1*,1; ZRUGW JH�
EUXLNW�

��

https://www.first.org/cvss/calculator/3.1%23CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/CR:L/MC:L


$�� 6XJJHVWLHV YRRU GH &RQWHQW�6HFXULW\�3ROLF\

'H VLWH KHHIW HHQ JRHGH &RQWHQW 6HFXULW\ 3ROLF\� PDDU HQNHOH QLHXZH IHDWXUHV ]RX�
GHQ KHP QRJ YHUGHU NXQQHQ YHUEHWHUHQ�

5LVLFR

��� ȁ ,QIR
%855�����#8�0�#%�.�24�0�7+�0�5�7�%�0�+�0�#�0

(U LV JHHQ ULVLFR� ZH GRHQ HHQ VXJJHVWLH YRRU GH WRHNRPVW�

%HWUHIW GH V\VWHPHQ

EQTQPCOGNFGT�PN

:DDUQHPLQJ

'H VLWH JHHIW GH YROJHQGH &RQWHQW 6HFXULW\ 3ROLF\�

FGHCWNV�UTE 	UGNH	 UVCVKUVKGM�TKLMUQXGTJGKF�PN�
KOI�UTE 	UGNH	 UVCVKUVKGM�TKLMUQXGTJGKF�PN FCVC��
UV[NG�UTE 	UGNH	� UETKRV�UTE 	UGNH	 UVCVKUVKGM�TKLMUQXGTJGKF�PN�
HQPV�UTE 	UGNH	 UVCVKUVKGM�TKLMUQXGTJGKF�PN FCVC��
QDLGEV�UTE 	PQPG	�

'LW LV DO YHHO VWHUNHU GDQ GH PHHVWH VLWHV� PDDU HU ]LMQ WZHH QLHXZHUH IHDWXUHV
YDQ GH]H KHDGHU GLH ZHOOLFKW HHQ ]LQYROOH DDQYXOOLQJ ]LMQ�

$DQEHYHOLQJ

9RHJ GH YROJHQGH VHWWLQJV WRH�

Ȏ 2P KHW RP]HLOHQ YDQ GH KRVW�EHSHUNLQJ WRW UVCVKUVKGM�TKLMUQXGTJGKF�PN
WHJHQ WH JDDQ NDQ KHW QXWWLJ ]LMQ RP UVTKEV�F[PCOKE WRH WH YRHJHQ LQ FRP�
ELQDWLH PHW QRQFHV RI KDVKHV GLH GH VSHFLILHNH VFULSWV LGHQWLILFHUHQ�

Ȏ 2P ]RJHKHWHQ '20 EDVHG ;66�DDQYDOOHQ WH YRRUNRPHQ LV KHW PRJHOLMN RP
YLD GH &RQWHQW 6HFXULW\ 3ROLF\ DDQ WH JHYHQ GDW VFULSWV QLHW GLUHFW GDWD YDQXLW
GH JHEUXLNHU PRJHQ WRHSDVVHQ RS JHYDDUOLMNH SODDWVHQ LQ GH '20� 'LW NDQ
GRRU TGSWKTG�VTWUVGF�V[RGU�HQT 	UETKRV	 DDQ GH SROLF\ WRH WH YRHJHQ��

�YRRU PHHU LQIRUPDWLH RYHU ȊWUXVWHG W\SHVȊ� ]LH ELMYRRUEHHOG JVVRU���YGD�FGX�VTWUVGF�V[RGU�

��

https://www.first.org/cvss/calculator/3.1%23CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N
https://web.dev/trusted-types/


$�� 0HHUGHUH &DFKH�&RQWURO KHDGHUV

'H VHUYHU JHHIW WZHH KHDGHUV PHW GH]HOIGH QDDP �%CEJG�%QPVTQN� WHUXJ�

5LVLFR

��� ȁ ,QIR
%855�����#8�0�#%�.�24�0�7+�0�5�7�%�0�+�0�#�0

(U LV JHHQ ULVLFR� ZH GRHQ HHQ VXJJHVWLH WHQ DDQ]LHQ YDQ PRJHOLMNH FDFKLQJ LV�
VXHV�

%HWUHIW GH V\VWHPHQ

EQTQPCOGNFGT�PN

:DDUQHPLQJ

'H VHUYHU JHHIW RS HHQ QRUPDDO YHU]RHN GH YROJHQGH +773�KHDGHUV WHUXJ�

*662���� ��� 1-
%QPVGPV�6[RG� VGZV�JVON
%CEJG�%QPVTQN� OCZ�CIG����
%QPVGPV�5GEWTKV[�2QNKE[� FGHCWNV�UTE 	UGNH	 UVCVKUVKGM�TKLMUQXGTJGKF�PN�
KOI�UTE 	UGNH	 UVCVKUVKGM�TKLMUQXGTJGKF�PN FCVC�� UV[NG�UTE 	UGNH	�
UETKRV�UTE 	UGNH	 UVCVKUVKGM�TKLMUQXGTJGKF�PN� HQPV�UTE 	UGNH	
UVCVKUVKGM�TKLMUQXGTJGKF�PN FCVC�� QDLGEV�UTE 	PQPG	�
4GHGTTGT�2QNKE[� QTKIKP
:�%QPVGPV�6[RG�1RVKQPU� PQUPKHH
:�(TCOG�1RVKQPU� 5#/'14+)+0
:�:55�2TQVGEVKQP� �� OQFG�DNQEM
%CEJG�%QPVTQN� RWDNKE� PQ�VTCPUHQTO
%QPVGPV�.GPIVJ� �����
%QPPGEVKQP� ENQUG
8CT[� #EEGRV�'PEQFKPI
5VTKEV�6TCPURQTV�5GEWTKV[� OCZ�CIG��������� � RTGNQCF

+RHZHO GLW YROJHQV GH WRHSDVVHOLMNH 5)&ȆV LV WRHJHVWDDQ JDDW QLHW DOOH FOLHQW VRIW�
ZDUH �EURZVHUV PDDU RRN SUR[LHV� KLHU FRUUHFW PHH RP� 6RPPLJH DFFHSWHUHQ
DOOH ZDDUGHQ PDDU HU LV RRN VRIWZDUH GLH DOOHHQ GH HHUVWH DFFHSWHHUW� RI DOOHHQ
GH ODDWVWH� 'DDUPHH ZRUGW KHW JHGUDJ RQYRRUVSHOEDDU�

'LW KHHIW JHHQ EHYHLOLJLQJVJHYROJHQ� PDDU ZLOGHQ ZH X WRFK QLHW RQWKRXGHQ RP�
GDW KHW LQ GH WRHNRPVW PLVVFKLHQ WRW EXJV ]RX NXQQHQ OHLGHQ�

$DQEHYHOLQJ

9RHJ EHLGH KHDGHUV VDPHQ WRW�

%CEJG�%QPVTQN� OCZ�CIG����� RWDNKE� PQ�VTCPUHQTO

��

https://www.first.org/cvss/calculator/3.1%23CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N
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